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Abstract
In a financial institution, IT risk management is driven by the need to adhere to industry
and legislative regulation, hence data security is paramount. For this reason, financial
institutions should stress test for potential vulnerabilities before migrating services to the
public cloud.

This research paper focuses on one particular attack vector in cloud technology, the
Virtual Private Network (VPN). The VPN is a gateway to an institution’s private
network. Malicious exploitation of this gateway could have potentially devastating
effects on an institution’s reputation and business.

The purpose of this thesis is to demonstrate a number of ways in which IPsec VPNs can
be exploited. The practical experiments detailed in this study illustrate vulnerabilities in
VPN technology, and highlight why financial institutions should adopt private cloud
instead of public cloud solutions. These experiments are performed using freely available
security tools, and are designed for use by any IT professional; not just security experts.
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1 INTRODUCTION
1.1 Overview
In a financial services institution, IT risk management is driven by the need to adhere to
industry and legislative regulation, hence data security is paramount. For this reason,
financial institutions should stress test for potential vulnerabilities before migrating
services to the public cloud.

The purpose of this research is to study one particular attack vector in cloud technology,
the Virtual Private Network (VPN). The VPN is a gateway to an institution’s private
network. Malicious exploitation of this gateway could have potentially devastating
effects on an institution’s reputation and business. The penetration testing experiments
and security analysis outlined in this paper demonstrate why a financial institution should
favour a private cloud implementation over a public cloud implementation.

1.2 Thesis Statement
When migrating to the cloud, large financial institutions should create their own private
cloud rather than adopting public cloud solutions due to vulnerabilities in VPN
technology.

1.3 Scope
•

Examine the key enabling technologies for public cloud and how public cloud
may be used by a financial institution.

•

Investigate and compare the cloud services on offer by a number of marketleading cloud vendors e.g. Amazon EC2, and perform a fit-for-purpose analysis of
their services for use by a financial institution.

•

Research VPN technology with emphasis on known vulnerabilities in IPsec
implementations.

•

Implement a penetration test suite for cloud-based VPNs in a virtual
environment using freely available software.
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•

Use state-of-the-art security stress testing tools and techniques to demonstrate
vulnerabilities in IPsec VPN solutions.

•

Analyse the results of a number of penetration testing experiments and conclude
whether the risks associated with VPN connectivity should deter a financial
institution from migrating to the public cloud.

1.4 Significance
The author has worked for eight years in the financial services sector. During this time
she has been employed by two global financial services institutions, both of which have
yet to embrace cloud technology. Financial services institutions are traditionally quite
conservative with respect to adopting state-of-the art technologies [39]. However, these
companies are particularly reluctant to migrate their services to the cloud due to recent
high-profile security breaches which have compromised sensitive customer data and
disrupted services [36] [42] [72]. The purpose of this thesis is to prove that VPN
technology, the de facto method of connecting to a company’s network over public
Internet, is a potential attack vector. The research experiments outlined in this paper
demonstrate how vulnerabilities in cloud-based IPsec VPNs can be exploited, and
highlight why a financial institution should adopt private instead of public cloud.

1.5 Research Methods
The following section briefly describes the research methods employed in researching
material for this paper. Leedy & Ormrod make the point that research methodologies can
evolve over time.

"The methodology in a qualitative study may continue to evolve over the course of
the investigation." [76]

With this in mind, the author has used a combination of Case Study and Action Research
methodologies in her research of the topic, ‘VPN Security Considerations for Financial
Institutions Migrating to the Cloud’.
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1.5.1 Case Study Research
Case Study Research can be defined as follows:

"In a case study a particular individual, program, or event is studied in depth for
a defined period of time." [76]

Recall that the thesis scope includes the following tasks:
•

Examine the key enabling technologies for public cloud and how public cloud
may be used by a financial institution.

•

Investigate the services on offer by a number of market-leading cloud vendors e.g.
Amazon EC2, and perform a fit-for-purpose analysis of their services for use by a
financial institution.

•

Research VPN technology with emphasis on known vulnerabilities in IPsec
implementations.

•

Use state-of-the-art security stress testing tools and techniques to demonstrate
vulnerabilities in IPsec VPN solutions.

The author has performed case studies of historical security breaches or service failures
affecting third-party cloud vendors.

1.5.2 Action Research
Action research has been described as ‘learning by doing’ [75]. This research
methodology has driven the author's practical research of the thesis topic. Leedy &
Ormrod explain that

"Action Research focuses on finding a solution to a local problem in a local
setting." [76]

The 'local problem' in this case is how to demonstrate why a financial institution should
not adopt public cloud technologies due to vulnerabilities in VPN security.
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Recall that the thesis scope includes the following tasks:
•

Implement a penetration test suite for cloud-based VPNs in a virtual environment
using freely available software.

•

Use state-of-the-art security stress testing tools and techniques to demonstrate
vulnerabilities in IPsec VPN solutions.

•

Analyse the results of a number of penetration testing experiments and conclude
whether the risks associated with VPN connectivity should deter a financial
institution from migrating to the public cloud.

The information gathered in researching IPsec VPN technology is used to implement a
virtual Site-to-Site VPN gateway. This virtual network topology is modelled on that of a
popular public cloud service provider. Additionally, free security analysis tools have been
researched in creating a penetration testing suite, which is used to expose vulnerabilities
in the virtual VPN gateway.

1.6 Thesis Layout
The thesis begins with a review of existing scholarly writings related to cloud security,
with emphasis on the distinction between the different cloud deployment models. In
Chapter 2 the author defines cloud; describes the key enabling technologies of cloud;
summarises the perceived benefits of adopting cloud; and introduces a number of cloud
service providers. Also included in this chapter is a summary of Virtual Private Network
(VPN) technology, on which the author has based her penetration testing experiments.
Chapter 3 focuses on security tools that may be used to exploit vulnerabilities in VPN
technology. The technical implementation of the penetration tests is outlined in Chapter
4. Finally, the author’s concluding comments and ideas for future work are summarised
in Chapter 5.
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5 CONCLUSION
5.1 Concluding Comments
The purpose of this research was to demonstrate why a financial institution should create
its own private cloud rather than adopting public cloud due to vulnerabilities in VPN
technology.

This paper initially set out to investigate the key enabling technologies of cloud, along
with a number of popular cloud service providers. The author focused on Amazon VPC
as it incorporates the use of VPN technology, the de facto method of sending encrypted
packets between two networks over the Internet. IPsec VPN technology was researched
with emphasis on known vulnerabilities. The information gathered was then used to
create a reusable suite of penetration testing tools using freely available software. For the
penetration testing experiments, a simulated Site-to-Site VPN gateway network was
created using GNS3. The simulated network topology was designed to mirror the
Amazon VPC network topology so that the tests could be applied easily to this real
production service in the future.

The experiments outlined in Chapter 4 demonstrate how IPsec VPN technology can be
exploited such that connectivity to an organisation’s internal network could be
compromised. Certain types of VPN configurations, such as IKE in aggressive mode can
expose pre-shared keys that could potentially be used to gain access to the data being
shared between two IPsec endpoints. On a more practical level, the experiments detail the
steps involved in setting up a penetration testing toolkit and a simulated network
environment consisting entirely of free software. This research has also shown how
simple it is to flood a router device with more traffic than it can handle affecting its
ability to perform its job properly. The rate of successful pings to that network device
decreased instantly once flood_router6 began flooding the network with router
advertisements.
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Section 4.5.1.6 describes how cloud service providers (CSPs) like Amazon have taken
precautions to mitigate against distributed denial of services (DDoS) attacks. However,
Amazon acknowledges that there may be vulnerabilities in the services and openly
encourages customers to perform their own penetration testing and security analysis. The
suggestion that customers should perform due diligence is testament to the fact that even
Amazon cannot guarantee its cloud products to be completely safe ‘out of the box’.
Historical high-profile security breaches [36] [42] [72] highlight that no such guarantee
could or should be made. Figure 3 illustrates how organisational control can vary
according to cloud deployment model. This may be acceptable to certain types of
companies. However, a financial institution that relies so heavily on reputation and
security should consider all vulnerabilities before underwriting such risk. Moreover, it
stands to reason that a financial institution can avoid the kind of operational risk
introduced by extending its network to public cloud simply by not adopting public cloud.

Even if identifying vulnerabilities in VPN gateway were not enough to deter a financial
institution from using public cloud, establishing a reusable suite of penetration testing
tools would benefit the organisation in the long-term. This would help baseline VPN
security capabilities and identify weaknesses. In addition, use of freely available and
easy-to-use security tools, as documented in this paper, is also beneficial since it allows
the testing to be performed by any IT professional; not just security experts. The
accessibility of these tools serves to improve awareness of these vulnerabilities across the
IT organisation.

It is important that financial institutions realise the very real risk of using cloud-based
VPNs and take appropriate preventative measures. This research project has served to
illustrate the ease at which freely available security tools can compromise IPsec VPN
gateways. Choosing private cloud over public cloud removes the need for a VPN and this
type of threat is eliminated.
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